
 
Private Classical communication

Good Send classical inf from AlicetoBobwhile keepinginfoprivatefroman
eavesdropper
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QuantumchannelNa B
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Local encoding and decoding
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Recall wipleTre'tUlp Lescaut AlicetoBob

If Cpl Trp Up LekoHut Aliceto eavesdropper1
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findstate ofthe protocol

Figureofmerit i Bob's guest should beclose to Alice's sentmessage f Xp
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Also forprivacy I E such that thte EHYETI Vxex
Thishappensforanidealgchannel



Can achieve private communication using secretkey 1 onetimepade

Secret heyis a stringof iid bit satisfying plan Edas V billab

So uniformly distributed equalvalued bitstringssharedbyAliceandBob that is
uncorrelated from any eavesdropper

I secretbitpla.be pla.b1ple1 2dn.yplel

Onetime padi It a K
Tye Fife

Cote m

copycouldgotoeavesdropper
M K C GOLEMOk Mau M m canonlyusekeyonce

Priam i secret key1 onetimepadµsecret keyis liketheclassical

QuantumComm i entanglement teleportation
analogue of entanglement

Note Quantumcomm private Comm

QINleplait
Specifically from maxeat state 1 45 heh 41 bymeasuringin
lol basis wegetthe secret keydiet plait above
Also ble Ift ispure any eavesdropper has tobein a productstate
Iotapare plaine plainplel foranyOE

Se entanglement gives a qstrategy for creatingsecretkey

0Anotherq strategy for creating secret key QELg key distribution
specifically prepare andmeasureACB which deesnetoquireentamglement



BB84DWI Protocol

Doesnot use entanglement but uses conceptof noaoningand
Heilenby uncertainty relation

Lmeasurement of complementary observables
Requires a publicauthentiated classical channel eavesdroppercan listento

the classical Comm but cannot modify themessages

I it mma naut
w unbiased given a state in onebasisZ basis X basis

eigenfffieof feigenbuggiesf measuringohthe otherbasisalwaysgives

Can thinkof lel.li as In µ single
d Uniformly random outcome

photon States and I17 as the57singlephotonStates

Idealprotowl Alice and Bob connectedby noisier g channel Statesdropper

fA f III
Steps Alice picks a basis at random probE andsends randomlychosen

statefromthatbasis lpnb.tt t Bob baka baesxH k104

StepI Bob picks a basisof random andmeasuresin that basis
bisKo bothH KpEloi

Steps Repeatstep1 t Step2 manytimes

Steph Alice and Bob publicly announce theirbasidehoiges bath
They discardthedata for whichbadbosdonotagree
For the remaining data AliceandBob share a leperfeat secret key in
the values ofknahis his



ProtocolarraNeisychannel i Eavesdropper givenbycomplementarychannel

HII Tef III
Alice andBob do not necessarily know theg channel

Steph Alice picks a basis at random probE andsends randomlychosen
statefromthatbasis lpnb.tt t Bob baka baesxH k104

Steph Bob picks a basisof random andmeasuresin that basis
bisko baeIXH KpElai3

Stepdi Repeatstep1 t Step2 manytimes

Steph Alice and Bob publicly announce theirbesides bath
They discardthedata for whichbadbosdonotagree
Nowfor the remaining data there mightbeerrors bk of the gchannel1eavesdropper

Steps Alice and Bob estimate the errorsin their remainingdataby
sacrificing some of theirdata

Under certain assumptions it sufficesto estimateonevalue

IQ the quantum biterrorrate parayerageditagthian ofbill

otaki

Steeple Error correctionandprivacyamplification these are hey di tow
stepste te

6meatdatavin Shrinkkeytoaccountfor
publicComm public6mm in ECstep



MainResult i key rateof 1 2 1 il achievable inthe asymptoticlimit
Tn
ofsecretbits
perchannel

This isnot optimal Thisgoestozoo at all butcantolerate
more noise

How much noise can we inprinciple tolerate findthe error inthe
worst case Channel is a replacement as in classical6mmI
This channel is wither for QED The replacement channel correspondsto
an intercept resendaltacki eavesdropper measuresthesignalbeingsentand
basedon theoutcome transmits some otherstatetoBob

With prob I eavesdropper picks the wary basis andthuswithprob I
Bob gets the army result leoen though bothbasis choiceswereSamet

With prob I eavesdropper picks theright basis doesnotdisturbthestateand Bob picksthe rightbasisbethe dataisnot discarded

secret keypessible Nosecret
distillationprotocolknown1 heypersible
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